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How to make Timestamp Work

1 INTRODUCTION

This document covers in detail the steps involved in making Timestamp work with ProSigner 6.1
The steps can be broadly classified into the following different sections:

e Creation of a timestamp policy using the Policy Manager

« Exporting the policy from the Policy Manager

* Importing the Policy to the computer on which ProSigner is installed

« Enabling the display of policies (when signing) from the Configuration Manager

« Attaching the policy to a document during the actual signing/encryption procedure
» Signature verification / decryption to see the timestamp details.

2 REQUIREMENTS

The following applications are required to make timestamping work with ProSigner. These
applications can be installed on the same machine or on two different machines, per your
requirements.

* Policy Manager 6.1
e ProSigner 6.1

3 STEPS TO BE FOLLOWED

3.1 STEP 1. CREATION OF THE TIMESTAMP POLICY

The first step is to create a timestamp policy using the Policy Manager. This creation of this policy
can be divided into 2 parts:

e Create a rule for any major operation (signing or encryption) and define timestamping as
a triggered operation.

» Create another rule which enforces timestamping
(In the rule define the operation as Timestamp and the Rule as Enforce)

CREATING A RULE FOR A MAJOR OPERATION WITH TIMESTAMPING AS A TRIGGERED OPERATION

On the machine where the Policy Manager application is installed, open the Policy Manager
application.
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Edy E-Lock Policy Manager
Fil=  Edit

Help

Policy Manager
Inzstalled Certificate Policies
Jocument Policies:

Installed System Profiles

Document policies are pol
docurnent it is azsociated

Expand the 'Ingtalled Dog
palicies installed on this st

Go to the File menu and select “New

Document Policy”

OR
Expand Policy Manager, right click Installed
Document Policies and select New

Document Policy

R —
Feady i
Create Document Policy
Create or edit a policy for a security operation
Rules within the policy: Rule description:
Br¥0ocument Folicy
The Create Document Policy Wizard will
open up. Click the “Add Rule” button
Add Rule... i > B | Delete [Lieate). Cancel Help
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Document Policy - Add New Rule ¥izard Step 1 of 3 % x|
_ (In this example, we will define Signing as
Select an operation for the rule
Operations the operation and Enforce as the Rule Type)
S — .
Select the type of rule to create for gigning In the Add New RU|e leard! seIECt the
S operation as “Signing”, and the Rule Type as
¢ |Enforce Fule [= “Enforce Rule”
Click the Next button.
< Back I Mewt » I Cancel Help
Click the Action Tab. In the list of available
Document Policy - Add New Rule Wizard Step 2 of 3 f% x| operations, Timestam o] will be listed. Select
Enfmc B this and click either Before or After per your
requirements.
— Trigger operations before and/or after the signing operation.
Lizt of labl Iy Selected Iy . " .
o averene opeene FEeE ppmEeT If Before is selected, Timestamp will occur
Encryption Before 3> | Timestamp[Before]
o before the data is signed, and if After is
ter »» |
= | selected, Timestamp will occur after the data
EMOove
is signed. Click Next once the type of
operation has been selected.
< Back I Mext » I Cancel Help
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Document Poiicy - add Rule Wizard Stepofa =SS x
~ Rule text
Enfarce these parameters for this operation: _I
Credential Fiter=allow PEI ar PIN
Actions to Precede/Succeed this operation:
TimestamplB efare] . . .
In this screen, the Rule text will be displayed.
You can also enter a description for the Rule.
e Click the “Finish” button.
‘;Enter tule description "
Signing rule - Timestarnp to occur before data iz signed ;I
E
< Back ‘ Cancel | Help |

B

Create o edit a policy for a security operation

Rules within the palicy: Rule description:

% Document Palicy

=-FA Signin Fule Text:
@ N o Enfarze these parameters for this operation:
= Enifc ule
Credential Filker=Allow PKI or PIN i i “Eini ” i
Actions to Precede/Succeed this aperation On CIICkIng FInISh ’ an Enfo rce Ru I € WI” be

Timestamp[B efare]

created for the Signing operation.

Rule Description:
Signing mile - Timestamp to occur before data is signed

Now click Add Rule again to create a Time

Stamp rule (that enforces timestamping).

Edit... Delete | Create. .. I Cancel Help

Add Rule...
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CREATING A RULE TO ENFORCE TIME STAMPING

i x|
Select an operation for the rule
Operations
é Timestamp > ~]
Select the type of rule to create for timestamp
(e — In the Add New Rule Wizard, select the
operation as Timestamp, and the Rule Type
MNote: This operation does not support sequencing rule as Enforce Rule.
Click Next.
< Back | et > | Cancel Help |
|
Enfarce |Amign5|
Provider narme IE-LDcKT\mestamp Provider LI
Trustidentfier ype: [Faeh = Select the timestamp provider and the trust
Configure Timestamp Parameters identifiel’ type
Click on the “Configure Timestamp
Parameters” to enter the Timestamp Server
details.
< Back Cancel Help
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Timestamp Server Configuration k il

—Enforce these settings for Timestamp operation
& HTTP
it tirme.certurm.pl
. T‘\-)@ Choose the protocol (HTTP or TCP) and
sever | provide the server URL/name. Also select
b whichever hash algorithm is required and
I click OK.
[~ Servertoinclude cenificate in tesponse
Hesh Aot || Click Next when the “Add New Rule Wizard

Step 2 of 3” comes up to complete the

(0] | Cancel Help |

timestamp rule creation.

Document Policy - Add Rule Wizard Step 3 of 3 il

[rusted In this screen, the policy rule text will be

Enforce these parameters for this operation:

displayed, and also, you can enter any

Provider Name=E-Lack Timestarmp Provider

description for the policy if you want to.

Click the “Finish” button.

—Enter rule description

[

<Back iam:el Help
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Create Document Policy s x|

Create or edit a policy far a security operation

Fules within the palicy. Rule deseription

B Document Policy
=B Signing

== Enforca Fuls
=B Timestamp

= Enforce Fule

Rule Text
Enfarce these parameters for this operation:

Provider Name=E-Lock Timestamp Provider

Add Rule | Edit. Delete |

‘ Create |’ Cancel | Help

—_

Now both the Signing Rule as well as the

Timestamp rule has been added to the policy.

Click on the Create button to create the
policy.

i Create Policy i x|

Enter a name and short dezcrption for this policy/profile

Mame:

Timeztamp before signing

Dregcription;

Thiz palicy containg bwao rules | ﬂ
Sigming nile - timestamp o occwr before signing
Timeztamp rule - Timestamp provider specified

[~ | Set as Mefault System Prafile

[dinte; This iz the only Spstem Frofile and will be set as the: default.

—Attached policy

Hame:

Deseniption:

=]

-
A bk

Choose.. |

.’ Cancel | Help |

Femove |

Give some name to the policy.

You can optionally also enter some

description for the policy that is being created.

Click on the OK button
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Select Digital ID to Sign Policy E
Select digital [D:

Certificate Namne

| lzzuer

| Cruptographic Provider

E-Lock Demo Certificatio...

Microzoft Baze Cruptographic

4| | ]
Certificate details:
Subject:  Signer 1 ﬂ
E-Lock Demo
Frontier Technologies Corporation
McLean, Wi
us J
-
0k | Cancel | Help |

The policy is digitally signed. You will need to

select the Certificate with which to sign the

policy.

You can use any certificate ID to the sign this

policy.

Click OK after selecting the signer certificate.

The timestamp policy has been successfully created.

3.2 STEP 2: EXPORTING THE POLICY FROM THE POLICY MANAGER

NOTE: This step needs to be performed only if the Policy Manager and the ProSigner

applications reside on two different machines.

If the Policy Manager and the ProSigner applications are installed on two separate machines,
then to use the policy created in the Step 1 of this document, it will need to be exported from the
Policy Manager and then imported on the machine where the ProSigner is installed.

&5y E-Lock Policy Manager
[File Edit Help
Mew Certificate Policy...
Mews Document Policy ...

Hews System Profile. .

iy [w] 55

Refresh FS

ROt Policies. .
Grmation. .

Refresh Crypte Information

Policy Deseription:

This policy cantains hwa rules

Signing rule - timestamp to occur before signing
Timestamp rule - Timestamp provider specified
Policy Rules:

1 Rule List for the Signing Operation:

Exit

Flule Text

Enfarce these parameters for this operation
Credential Fiter=Allow FKI or FIN

Actions to Precede/Succeed this operation
Timestamp[B cfore]

2 Rule List for the Timestamp Operation:

Flule Text
Enfarce these parameters for this operation

Provider Mame=E Lock Timestamp Provider

Once the policy is created, click on File ->
Export Policies in the Policy Manager

application.
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Export Policies /Profiles . | x|

Select policies/profiles to expart:

Timestamp before signing

Policy/profile description:

Y
Puolicy Descriptian:

This policy contains bwo rules :

Signing rule - timestamp to occur befare gsighing
Timestamp rule - Timestamp provider zpecified
Puolicy Rules:

i o

Select the timestamp policy that was created

in the Step 1 of this document.

Click on OK.

K I Cancel | Help |
_ Eil
Savein | 23 My Documents  Elpt E~ Select the folder where you want the exported
My PictLres . .
sgp732002 policy to be saved, give some name to the
Snaglt Catalog . . .
exported policy file and click on Save.
The policy will be exported and saved in the
File name Iumestamp policy pIC format-
Save as type IExpnned Palicy Files (*plc) LI Cancel

4

A confirmatory message that the policy has

been exported successfully is shown.

3.3

STEP 3: IMPORTING THE POLICY WHERE THE PROSIGNER IS INSTALLED

NOTE: This step needs to be performed only if the Policy Manager and the ProSigner

applications reside on two different machines.

Once the policy has been exported successfully, it will have to be imported on the machine where

the ProSigner is installed.

Exported policies can be imported in ProSigner using the Profile Manager application.
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Open the Profile Manager application from the Start, Programs, E-lock, E-Lock ProSigner menu.

Look in: I@MyDDcumems j - ok Bl

L=y Pictures
_sgp 732002
| 15naglt Catalog
himestamp policy.plc
File name: |timestamp policy.plc
Files of type IExpDr’ted Folicy Files (*plc) LI Cancel |

Y

0 —lolx]
[Fle Hep
few e st st s s Gy e s In the Profile Manager application, select the
Export Crypto Information,,, 198 saved as Prafiles . o . .
Refresh Crypto Infermation File => Import Policies\Profiles option
Mew Profile.
Edit Profile:
Delete Profile
Prafile description
=
=
Exit Help
2x]

Go to the folder where the exported policy

was saved, and select the exported policy file.

The exported policy will be in a .plc format.

A confirmatory message that the policy has

been imported successfully is shown.

3.4

STEP 4: CHANGES IN CONFIGURATION SETTINGS TO ENUMERATE THE POLICY
DURING SIGNING/ENCRYPTION OPERATION

Now that the policy has been imported successfully, this policy can be used during the actual
signing/encryption process. A small configuration change is required to so that this policy can be

selected during the signing process.

Open the Configuration Manager application from the Start—Programs—E-Lock—E-Lock

ProSigner menu.
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ey Configuiation Manager

B asic Settings 4/ alidation Settings | Desktop Applications | M5 Office Settings

™ Da not shaw Palicy selection dialag

@30 not show Profile selection dialog

[~ Always show Encryplion Preferences dislog

Signing Preference dialag
& Mever show

© Always show

= Show if reguired

™ Shred files on delation

Fro=y UAL: I

ak Cancel

Help

On the “Basic Settings” Tab, de-select the

option “Do not show policy selection dialog”.

Click on the Apply button.

Now during the signing operation, the policy
selection dialog box will come up, and all the
policies present on the system will be

enumerated.

3.5 STEP 5: ATTACHING THE POLICY DURING THE ACTUAL SIGNING/ENCRYPTION

PROCEDURE

The timestamp policy created in step 1 of this document can now be attaching during the

signing/encryption operation.

In your application (MS Word/Excel or e-Sign), select the file and start the signing process.

The select policy dialog comes up.
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Signing and Encryption Wizard

Select Policy
‘f'ou can opt to use a Policy by selecting an existing one.

& |Jse a Policy

Palicies:

timestamp bef

Policy description:

Description :

Policy Dezcription:
This policy contains bwo wles :
Signing rule - timestamp to occur befare signing

" Do not uze a Palicy

I Do nat show this step again

Mext > I

Cancel

Help

During the Signing operation, the Select
Policy option will come. Select the policy that
you had earlier created in the Policy
Manager. The description of the policy will be

shown in the policy description part.

Select this policy and click Next.

Follow the Signing and Encryption Wizard
and complete the signing process.

3.6
DETAILS

STEP 6: SIGNATURE VERIFICATION / DECRYPTION TO SEE THE TIMESTAMP

Now verify the document signed in step 5 to see the timestamp details.
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Yerification Details

Individual ¥erification Details
Signature verification Result : Yalid.

# Contents not altered after data was signed.  # Signer's certificate is trusted.
Hash Algorithm: SHA-1

# Certificate walidation result : walid. # Signer / lssuing Authority certificate nat

expired.

# Status for Timestamp Yerification: ' alid

 Certificate validation information

Mechanism : CRL

Server URL: hitp://freecerts. elock. com:B0/CertE nroll/E-Lock Demao Certification Autharity

Y alidate Online | Rezponze Details |

— Signer certificate

Wiew I Palicy |

Save toFile ... |

— Timestamp information

Mechanizm: The timestamp occurred before the data was signed.
Date and Time: Tuesday, June 17 2003,09:56:43

Timestamp Details |

The verification result will come up.

Select the signature and click on Verification
Details.

The Timestamp Verification shows as Valid

The mechanism specifies that the timestamp

occurred before the data was signed.

In the “Timestamp Information”, click on
Timestamp Details to see additional

information of the Timestamp Vendor

Timestamp Details il

Timestamp Time: Monday, June 16 2003,14:07:37
Signing Time: Maonday, June 16 2003.14:11:57

Wendor Information:

Time stamp serser : time.cerum.pl ;I
Time stamp URL : http:/ ftime.cerum.pl

Time stamp Port number : 0

Tywpe of transport: HT TR

GhT Date & Time : 16-06-2003, 08:37:37:000

Local Date & Tirme: 16-06-2003, 14:07:37:000

Clase

The Timestamp Details shows additional
information including the Timestamp Vendor

information.
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